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ACCEPTABLE USE POLICY

APPLICABILITY: All staff and pupils
ACCEPTABLE USE POLICY — STAFF AND PUPIL SUMMARY

1.While no technological solution can be 100 per cent effective in guaranteeing safety when using the internet and
related technologies, technology can help to minimise the risks to students. To that end the following controls have
been implemented:

Internet Filtering

2. Redhill Primary Academy uses internet filtering software to minimise the possibility of students intentionally or
otherwise accessing inappropriate materials. The filtering software in place uses white lists (allowed sites) and black
lists (disallowed sites) in conjunction with a real time page scanning system to look for inappropriate content. In
addition, the school uses a system to minimise inappropriate e-mail deliveries. It is the responsibility of the students
and staff to abide by the agreed policy when surfing the internet or in their use of communication.

eSafety Monitoring

3. The schools use eSafety systems to monitor all computer activity for all users. The eSafety systems report any
concerns or misuse automatically to the Senior Leadership Team.

Antivirus Software

4. The schools has implemented network antivirus software which minimises viruses getting onto the network systems,
but it is the responsibility of the students and staff to check any storage devices being used at school from home.

5. Communication between staff and students should be confined to work related detail. It is a social responsibility to
all that these systems are used appropriately and not for purposes that may contravene the School’s Safeguarding
Policies. Communications should ensure that all involved are treated with courtesy and respect.

Electronic Communication Acceptable Use

6. All electronic communication should be considered as a business tool and users are obliged to use this tool in a
responsible, effective and lawful manner. Although by its nature electronic communications seems to be less formal
than other written communication, the same laws apply. Therefore, it is important that users are aware of the legal
risks of electronic communication:

a. Be 'Legal, Decent, Honest and Truthful’;
b. If you send communications with any libelous, defamatory, offensive, racist or obscene remarks, you and
Redhill Primary Academy can be held liable;
c. If you forward communications with any libelous, defamatory, offensive, racist or obscene remarks, you and
Redhill Primary Academy can be held liable;
d. If you unlawfully forward confidential information (including images), you and Redhill Primary Academy can
be held liable;
e. If you unlawfully forward or copy messages without permission, you and Redhill Primary Academy can be held
liable for copyright infringement; and f. If you send an attachment that contains a virus, you and Redhill Primary
Academy can be held liable.
7. By following the guidelines in this policy, the communications sender can minimize the legal risks involved in the use
of communication systems. If any user disregards the rules set out in this policy, the user will be fully liable and Redhill
Primary Academy will disassociate itself from the user as far as legally possible.

Legal Risks



8. The following rules are required by law and are to be strictly adhered to:

a. It is strictly prohibited to send or forward communications containing libelous, defamatory, offensive, racist or
obscene remarks. If you receive an e-mail of this nature, you must promptly notify the Headteacher as
appropriate;

b. Do not forward a message without acquiring permission from the sender first;

c. Do not send unsolicited messages;

d. Do not forge or attempt to forge messages;

e. Do not send messages using another person’s account or mobile device;

f. Do not copy a message or attachment belonging to another user without permission of the originator;

g. Do not disguise or attempt to disguise your identity when sending messages; and

h. Do not download viruses or software designed to damage computer systems or send (as attachments) or
download programs, batch files or scripts.

9. Be tolerant of other’s mistakes as some people are new to this form of communication. If you do receive any
communication, which breaks one of the rules above or which worries you in any way, show it as soon as possible to a
member of staff.

10. The following are NOT permitted:

a.Allowing others to use your Whole School Network (WSN) username and password or to login using another’s
credentials;

b. Uploading any digital data (including video clips or images), identifying other students or staff without the
prior consent of those involved;

c. Revealing your or other people's personal address or telephone number. Revealing personal details such as
credit cards etc;

d. Engaging in commercial activities, political lobbying or activities that are prohibited under UK Law. Thus the
transmission of material subject to copyright or protected by trade secret is forbidden, as of course is any
threatening or obscene matter; or

e. Use of chat lines / chat rooms / gambling sites.

11. Students are responsible for good behaviour in the use of the WSN, including the Internet, just as they are in a
classroom. This policy forms part of the Code of Conduct and any misuse by students may lead to disciplinary action.
The WSN is provided for students to conduct academic research, present and communicate information and enhance
their learning. Access is a privilege, not a right, and requires responsibility.

12. Individual users of the WSN are responsible for their behaviour over the network. Users are required to comply
with the school standards of acceptable use. Staff may review files and communications to ensure that users are using
the system responsibly. Users should not expect that files stored on servers or system disks will be private.

13. All WSN and associated accounts and devices, remain the property, both physical and intellectual, of Redhill
Primary Academy, and must be surrendered on request, or at the end of employment.

Sanctions

14. Anyone discovering a violation will refer the matter to Mrs Claire Whiting. A letter will then be sent to parents
notifying them and explaining any disciplinary action taken.

15. Any violation will result in a temporary or permanent ban as determined by the Headteacher. Additional
disciplinary action may be added in line with existing policy on inappropriate language or behaviour.

16. Remember that the various laws of the land relating to written communication apply equally to e-mail messages,
including laws relating to defamation, copyright, obscenity, fraudulent misrepresentation, freedom of information and
wrongful discrimination. When applicable, police or other external authorities may be involved.



